Presen ted by

g NORTHROP ~
N

NPOLA
\o/ GRUMMA Ca TIPS A=T4

urd

Cyb

Interactive Demo F1— MU JZ)LHARGEBER 2022/07




(FU&IC

® _MERMIZL. Interactive DemodDasflCcTRRSND. F1— MU ) LEMEICHASE
ERZNMATEERTY,

® Interactive Demo (& [FE> AL —23>VY T NIDITZICDVLWTCOFIE] (T3>
THO>O—RUETEZIP I 7AILICABESNTULET,

« CyberPatriot+Interactive+Demonstration+26+April+2021+(2).zip
® CyberSakurald. CyberPatriotd= X ALZFHUTWET,
o COEMI2022F7HSHIFRDIGHRZETTIC/EARL TWLET,



1.F7F1—hMJII2 AT — UEINH?

Welcome to the CyberPatriot
Demonstration. If you would like to end or
restart the demonstration at any time
press the Esc key.

Would you like a short tutorial? You can
access the tutorial later by clicking the
tutorial desktop icon.
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2. CyberPatriot (CDULNTD#BEIT

CyberPatriot is the National Youth Cyber CyberPatriot (&, ZEEHREN B UTCEXEIET1/(—HE
Education Program created by the Air

Force Association to inspire K-12 students TO0S /AT, SHEIEHNSEREEXZTENR(C. H1/\—

toward careers in cybersecurity or other

science, technology, engineering, and F1 UF 1, DHEOSRCRARRISE, 5, T2

mathematics (STEM) disciplines critical to

our nation's future. At the core of the E (STEM) DEFORE(CIS LDITfELTWET, T

program is the National Youth Cyber

Defense Competition, the nation's largest DU“EA@EF‘@ZC‘:B:%ODD\\\ %¢§$b$$$7&4}§¢§75 DA

cyber defense competition that puts high

school and middle school students in 2w R D=0t 1 T A IRE(CIEES T IERNEADY

charge of securing virtual machines and
LS - )\—PF5E 0> X b [National Youth Cyber Defense

_pack ] (_ontinve ] (End Tutoril Competition (=XBPFEYA/\—BHEI>FTXAN) | TY,
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During this demonstration you will see gray o = 2 a . v — W A
buttons. If a button is gray or you hover over a L_ODT:EODFEﬁ\ 0 l/_d)/_l_\g /b‘zz's%a-\éﬂi@'o /_I_\g /73\0

button and it does not change color or

brightness, it cannot be used. L—DIHE, FZFRICH—VILEEDE TEEPES
\ Back ] } Continue l }End Tutorial; 373\&‘1’)‘57'&(/\1%’%(1\ 1%%?%35-&&0
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4.1=—2IDICDUL\C

(i) CyberPatriot Interactive Demo

You must enter a 12-character Unique
Identifier to play. For this demonstration, your
Unique ID is just below the Unique ID input
field. Once you enter your Unique ID in the
input field, press the apply button to set it.

“ Back | ‘ Continue ‘ |End TutoriaIJ

Enter Your 12 Character Unique Identifier*:

UHIQl',I:(;:'ellstlnput # Apply Unique 1D Apply Button
Your Unique ID: QR98-7EY8-AJEH « Your Unique ID Section

Note: For the purpose of the demo, your unique ID is
shown above.
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5. README(CDUNYC

(i) CyberPatriot Interactive Demo

WBsHBEIC. TIREADME 7 1)L =5+, BEE

Read the README file first for important \ rg,l‘%ﬁﬁ%ﬁﬁ;lb‘ L/ t < 7_ é b \ READ M E (: (j:\ :/j_
information before you start. The README_ IJ j’@%ﬁﬂﬂ t\ Eq:m_ éﬂt—:l—'!j"‘— t%d)?jj

contains a description of the scenario and hints
to help you complete the demonstration such as

authorized users and their account passwords.
The Answer Key can also be found at the \
bottom of the README. ~ I\ } \° — l{ N cl:‘_‘ — % — 3‘ 5 (—

> bDINAD IRE. TEZTTT DI

| Back | [ Continue | [End Tutoriall oA
: "D MOSENTULET, £/, README
D TFEBIC(E. Answer Keysa DSBS TULNET,

%1 AnswerKey = FREDZ EZIELER T,
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6 .Score ReportdDEER %5

(i) CyberPatriot Interactive Demo ~ 2

To check your score, use the Scoring Report
shortcut on the desktop. Your Scoring Report
provides information about the status of your

system and your progress in fixing vulnerabilities. -7 ﬁ =3 e -_— |'

The Approximate Image Running Time is also Z :I J OD 115 (j: \ 7 ;( '; \\J (g @ 5 SCO re
listed on the score report to track the amount of

time the demonstration has been running.

o T Report] D> 3— b HYW NTITULNE T, Score
Report(C(E. = RXFT ADIREEHESHIHIZIE DIE
e S i T Wik, TEDETREIZIEIET /28D [H

Approximate Image Running Time: 00:31:43 H
Current Team ID: 1DFG-LMNW-Z42F Running Time

SN et L L ZDVMImage=(THM | BERESNTNE

Connection Status: Scoring Data Uploaded Successfully: No Errors Detected

Internet Connectivity Check: OK

CyberPatriot Connection Status: OK

CyberPatriot Score Upload Status: OF F

penalties assessed, for a loss of 5 points:| ff— Current Penalties o
enalty Exampl and Point Loss

I.'l out of 14 scored security issues fixed, for a gain of 10 points:
s

ecurity Issue Solved Example - 10 points Current Vulnerabilities
The CCS Competion System s 1o propery of 00 AF Fo o a1 Univrafy of Tovas ot San A

4™ Fixed and Point Gain

.m
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7 FRBENOHDBH A

DIXTEDF—AFE. ORF4>3>2F5T> RER(C2DD
FECROA7ZBETCENTEFET,

9, TRIOMYT EICHBDT7-1)L [Forensics
et o o sore ey e Question] [CEIEZFFTDCLETERZEDICENTEET,
E CNSOMEG, BRSNZMECHLT, IYE21—5
o e et e vt PF1UT o (CRAET DFRRZEZFER T D (TS
B BT EEBRUTOET.

2 DH. VMImage L DRESSEZRDITTHHEIET D2 ENT
E=EXI., INTCTOMHEENROT7IEESNTWLBDIFTTIED

DFEEFAN. READMENIELWWAEZRLTSNET,

Your team can increase its score during the
competition round in two ways.

L Back ] \ Continue \ [End TutoriaIJ
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8. Forensics Question

.’::/ CyberPatriot Interactive Demo - .

Forensics Question 1

Forensics Question(d. VMImageDimim =518

question would look like this:

What was the name of the Lone Ranger's horse?

. (CEIZEITBDNENDNDFEI ., Forensics Question

‘What was the name of the Lone Ranger's horse?

The Forensics Questions must be answered

to gain full points for the image. The knowledge ANSWER: Duey ﬁﬂ oA ( | g g %[I Eﬁ Xq: l/(j: Fﬁ =] (—' J:
and skills required to answer Forensics Remamber to press the submit button after typing the answer O) &) A Td\ 1} ¢ ) AN =) é & j C

Questions vary depending on the question. P
Input your answer in the designated area within

the text file to receive points. Leonard Snart, aka Captain Cold, has obtained critical 7— D i a— $ '\ 4} l/ O) | — énr_
information on how to stop Flash and has stored it on his T 2 J
Desktop in a file named "Cold Research.” Flash suspects d\ E (S

one of his team members created the document
‘ Back ‘ l Continue ‘ \End TUtOrlaIJ Can you help the Flash find the owner of this document? I

o TUVCERZANTDE. 1> MOIIE

Answer Submit

Forensics Question Forensics Question n i g o

Input Field Submit Button
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O .Start MenulCcDUYC

“::/ CyberPatriot Interactive Demo _

The Start Menu provides access to a number

of buttons that allow us to carry out important

tasks. For the purpose of this demonstration
Create these buttons include the Power, CyberPatriot

% Certificate, and Control Panel buttons. To
P close the Start Menu, click anywhere outside of
N it except for the taskbar.

The Power button opens a panel that allows
you to shut down or restart the demonstration.
Explore

Control Panel  Certificate

\
Shut down or Restart the Demonstration?
f Retum to ]

| Back | \ Continue | [:End Tutorialir\
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Start Menu\5(F. BERYRXTZEITI DTS
DININC T IOTCRATDZENTEFRI ., D
SETIL. [Powerl . [CyberPatriot sIEBAZE] .
[ Control Panel] DENY>ZFHALET., X
A—bhAZa—] ZRAUDICIE. FRTIN—=LL

NDGFhe Uw DO UET,

Power’\S > 89 & )\RILDHE. TED
Sy NI OBEEZITDOCENTEET,




10. CyberPatriot CertificatedFIT/54

"::/ CyberPatriot Interactive Demo

CyberPatriot Certificate(&. CyberPatriot

The Cuberpario erticate i proof Demonstration (CSHNUTcC &%&EEBAS 3EDT

Demonstration. You can enter your name on

Explore the certificate and save it to the desktop. a_ . EIE EH % (: % ‘H"I'J‘% EE l L/ \ ;Xo I\ \\J j (:ﬁ
B= B % ( Back | [ continue | (End Tutorial

B FIDTENTEFXT,

CyberSakura | Interactive Demo 71— U J7)LEHAREER}




11. Control PanellCDUL\TQ®

Create

The Control Panel is where many of the basic
- R\ system changes and configurations can be set
— A within a Windows operating system.

You will need to access the Control Panel to fix

many of the vulnerabilities on this demonstration.
Explore

= ﬁ [ Back | [ Continue | {vEnd Tutorial

Control Panel  Certificate
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Control Panel(Z. Windows ARL —F+ >0 X
FTLADERKNLBE AT IADOEBERTEDEZ L &
NTE CEDEPCY,

CDTEICHDE < DIEESHZIEIE T DIz I(C
(&. Control PanellC 71X T BIHNENHDDE
6_0




12. Control PanellCDUL\TQ®

@ CyberPatriot Interactive Demo

During the demonstration you will be able to
access three sections within the Control Panel:
Administrative Tools, Programs and Features,
and User Accounts.

You will be guided through the Administration Tools

to get a better understanding of the functions used
in this demonstration.

: [ Back | [ continue | [End Tutoriall
& Windows Defender > Windows To Go
1 Programs and Features Button

User Accounts Button
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FETIL. Control PanelAD3IDDETIZ 32 (C
FOCRAITDZENTEZET, [Administrative
Tools] . [Programs and Features] . [User
Accounts] D3DDTEITZIUNCTITCATEEX
9,

CHOTETHERTDIMETLDRSIERFET DI
HIC, BEY—)LZEO>TEALET,




13. Administrative Tools(Cc DU\

.’::/ CyberPatriot Interactive Demo -

Administrative Tools is a folder that contains
tools for system administrators and advanced
users.

During the demonstration we will only have
access to a few password policies within Local

Local Security Policy Button g Security Policy.

(_Back | [ continue | [End Tutorial
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Administrative Tools(d. AT AEBIEE LK
JI—H—miov—IL=ZE T AT —T9,

SETI&. Local Security PolicyP DL DHD/
A= RRUZ—(CDHTITERATDZENT
=&,




14. Local Security Policy(C DU C

(i) CyberPatriot Interactive Demo _

The Local Security Policy of a system is a set
of information about the security of a local
computer. By using Local Security Policy you
will be able to change many security policies or
settings.

Let us move on to the Password Policy folder.

Back | [ Continue | [End Tutorial]
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= X7 /aDlocal Security Policyld, O—JL3>
Ea1—5DtF+1 U+ (CET DBEIRDESHK
T, Local Security PolicyZfEfl I3 E. <D
TFI1UFTA RIS —FKRIRETZEZEEIT D
ENTEFET,

Password Policy 7 A LA ICEEUE UL £ D,




Password PolicyZZ7=> 3> (C(F. &1—H—D/\
15. Password Policy([C DLW T 20— RER@IRTL—RCHEESZ SR
S —DJ)IL—Th&hET, NSy
G oot e v o T—(F HERDORVWI—HT 550/ (X T— R
AT DDOZHUSITDIET, RV ND—
DDEEHKZEHDIEHICFERENET,

In the Password Policy section there is a
group of policies that will affect each user's
password or passphrase. These policies are
used to better secure your network by making it
harder for unauthorized users to guess weak
passwords.

On the left side of each password policy button %} CX Ij - |<7|_§ IJ :/ _/—Rg \/ ODE@J (: (j:/—l_i IJ

is the policy name, while the right side of the
button displays the current setting for that

O e >—a&n. RY>OEAICFEDRYS—DIR

for that policy, allowing you to change the =1, == o P
policy's settings. We will practice editing the ‘I:I:O) EQ}:E b\ %7_]_\ é 1 l i § &

Minimum Password Age.

{, Back J [ m | LEnd TutoriaIJ

MU —DNF 2OV YDITDE, TDRY
S—DI+ > ROMFREN. RUS—DETE
HEEEITDCENTEFI., Tl

[ Minimum Password Age| DIREZHEEBULEI .
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&) RDT—RRUS =& Do > RODLEED
16. Password PO“CY(:DL\t(@ (C TLocal Security Setting] 52 & [Explain] 52
MECE SN TULVE T, [ Local Security Setting 1%/
JTE IRUS—DEREZEEIDENTE,
[Explain]F T Cld. /RUS —DRBANKRRSINZE

Each password policy has a Local Security

Setting and Explain tab located at the top of the a o
window. The Local Security Setting tab allows

you to make changes to the policy setting while

the Explain tab provides a description of the

Local Secur ) .
Settings Tak pO'ICy‘

To make changes to the Minimum Password

FASSwor cai be chaged aner: P\ Age you must click the input field and enter a .« o TR g— — jj
days number. Once you've entered an acceptable M mnimum Pa SSWO rd Age % 22 E 5 (L (j: A A

number press the OK or Apply buttons to save
the changes.

If the number you've entered is within the j 1 _) I/ F % 0 IJ P 0 L/ N é&?%ljj 3_5 le\g

recommended security settings for
CyberPatriot you will score points. During this

i 1 e ool e L NehDhzERd., AH%E. Tok] Ff=lE EH] R

OK__J|_Cancel_Il_Apply (_Back | [ continue ] {:End Tutorialj g \/ %}qﬂ 3_ C‘:. \ /EED\\{%@ éni 3_ ©

AN UTEEE N CyberPatriot DR I B2+ U
T HEDEHAN THNIL, FRICEDFT,
COFITE. FREFEESNFETADT. BR
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17. Stop Scoring 7RI > (CDUL\T

@ cyberPatriot Interactive Demo

For the purpose of this demonstration the
Stop Scoring button is disabled.

During a normal CyberPatriot competition the
Stop Scoring shortcut on the desktop will allow
you to stop the time for the image and shut it
down if need be.

( Back | [ continue | (End Tutorial
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CDFTETIE, Stop Scoring NS > (FEERN (TR D
TWET,

AREFEDCyberPatriotDFRIZH(E. TR I v T (C
dpDStop ScoringD=> 3 — AW NTVMImage®
BffElz1Esd, MEBTHNES Y DI T3
Z ENBIRET I,




18. CyberPatriot Competitor Agreement(CDUYC

(—9 CyberPatriot Interactive Demo

Fa1—hUJ7)LZiE T I DE. CyberPatriot
When you end the tutorial the CyberPatriot Competltor Agreementb\‘ﬁib L/\ K;:E \/X I\

Competitor Agreement will launch and the full

demonstration will begin. Make sure you read

the agreement carefully before continuing. l/ - > E >73\‘pﬁ i D i 3_ o IE.I %%% J: < E/Eb /‘Jt\‘
| Back | \_End Tutoriall 73\ 15 %}Eb ‘/TT < 7:-:_: é (/ \ o
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